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Cepsep B/1

1. IMoaroToBKa cepBepa nepea yCTaAaHOBKO# cepBepa

KOJIMYECTBO
JIMCKOBOE JIMCKOBOE MOJIL30BATEJIEIL C
((IZ/L?JI/[lfiII\I:I) IMPOCTPAHCTBO MPOCTPAHCTBO O(I;III/EIZ?‘I];;//I[ZH(I;I?H IMPABOM
(OS+APP) (DATA) (08) OJIHOBPEMEHHOI'O
MNOJAKJIIOYEHUSA
Microsoft Windows
RAM:64 Gb, Server (2008 u BI1IIE)
Intel Xeon 2 HDD/SSD - LINUX
1 HDD - 100 Gb 5
CPU E5-2670 400 Gb + 400 Gb (Astra Linux Special
(2,60GHz, 8 Edition 1.7.6
processors)
HCTIOJTHEHUE OOIIEro
HazHaueHUs «Opény)

Heo0x0anMBbIe JIONOTHUTEIbHBIE IPOAYKTHL:

JAVA

OpenJDK 1.8 / Liberica JDK 8

Python

Python 3.0

Postgresql / PostgresPro

Postgresql 11 / Postgres Pro Standard 12.4.1

Tomcat

Apache Tomcat 9

information technologies
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2. Hacrpoiika cepBepa b/l

2.1. BoccranoBienue b/l u3 63kana.
Jlns BoccTaHOBiIEHUsT 0a3bl JaHHBIX CHUCTEMBI OLIGHKH KpeIUTOCHOCOOHOCTH KimeHTa, cokp. COKK
Jlancenot HeoOxoauM O3kan (daiin ¢ pacimupenneM .bak) 6a3b1 JaHHBIX U goctyn K SQL cepsepy. [Ipu
BOCCTaHOBJICHHH 0a3bl JaHHBIX U3 MOJHOW pe3epBHOI KONMMU CUCTEMHBIN aJIMUHUCTPATOP JOJDKEH OBITh
€/IMHCTBEHHBIM I10JIb30BaTeNIeM, paboTaronM ¢ 6a30ii JaHHBIX.

[To ymomuanmro umsi 6a3el JaHHBIX CHcTeMa OIEHKM KpeautocmocoOHocTh kKimeHta, cokp. COKK
Jlancenot — creditpipeline.

OPEAVOPEKAEHUE! D3TO JAENCTBUE MEPE3ATPET CYUIECTBYIOIIYIO BA3Y JAHHBIX C
HOTEPEN BCEX UI3BMEHEHUI!

2.2. Co3nanue B/I.

— llepeiitu o cynepnoias3oBaTess kKoMaHaoi sudo su 1 BBECTU HapoJib MOJKIIOYCHUS.

— llepeiitu ox 1noab30BaTENS postgres KOMaHAOM Su postgres.

— Cosnats bJl komannoii createdb creditpipeline (creditpipeline — ums coznaBaemoit bJ1)

— Boiitu B PostgreSQL Environment komanmoii psql, mociie BBojia JaHHON KOMaHIbI TOTpeOyeTcs
BBECTH MApOJIb IS YKa3aHHOTO MOJIb30BaTes (postgres)

—  llpu npaBUIBLHOM BBITIOJHEHUH TPEABIIYIINX IIAr0B HA dKpaHe Oy1eT uHpopMaius ¢ Bepcueit
CYB/I.
Type "help" for help.

— VYo6enutbed, uro b/l co3znana komannoit \I, mpu ycnemuoMm co3aanuu B cinucke b/ CYB/] Oyaer

M3 co3anHoi bJI.

Cepsep IlpuiioxeHus

3. Java

3.1.YcranoBka Java
Oo6HoBIeHNE KoMIIOHEeHTa openjdk:

sudo apt-get update (0GHOBUTH MTAKETHI);

- apt-get install openjdk-8-jdk (uHcTammposats nocneuuii 8-it jdk);

WHcTpyKIms 110 pa3BEPTHIBAHUIO
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- update-alternatives —config (ckoHdurypupoBaTh cucTeMy Ha paboTy ¢ HUM).

Ckauaiite n ycranosute nociennuit OpenJDK 1.8. Cnenyiite nHCTpyKIUsAM Ha dKkpaHe. Bee mapameTpsl
MO’KHO OCTAaBUTh 110 YMOJIYAHHUIO.

Jlo6aBbTe mepemennyio okpyxxenusi JAVA HOME:

.L. -8 %
O
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OTeniouT, CaTescR McK S Srscirsas yEpoces
- B EcpoRa smeneors Windows 7 Kopnopatnewan
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=
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Nepererees S
T WUSERPROFLE % AppData LocalTemp

L d TUSERPROFILE S \AcpData L ocal(Temp

Crcresees nepeneree
Nepenesas aeeew
ComSoec Cetpndows\system32iond exe
P N0 HOST £t e
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Ckauaiite u ycranoute Jython 2.7.X. B okne «Installation type» Beioepute «All»:

A 3ython Installation x|

Installation type 2

The following installation types are available

Jython

Please select the installation type:

= All (everything, induding sources} [ Core
{~ Standard (core, library modules, demos, examples, documentation) & Library modules
" Minimum {core) ¥ Demos and examples
(" Standalone (a callable jar file) ¥ Documentation
" Custom ¥ Sources
Cancel Previous | Next
I_AN C E LO-I— WHCTPYKIHMS [0 pa3BEPTHIBAHKIO
CucreMbl OLICHKH erI[I/ITOCHOCO6HOCTI/I KJIMCHTA,
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B oxne «Target java home» BriOepuTe Katanor ¢ yctanoBkoir OpenJDK:

Jython Installation x|
Target java home
Choose the java version (JRE/IDK) to run Jython with Y

Jython

Please select the java home directory:

" Current
* Other

IC:‘-Program Files\Java\jdk1.7.0_65

Cancel Previous | Mext |

Ckauaiite cepBuCHBI nHCTaUIATOP Tomcat. 3anmycTuTe HHCTAISITOP U CIeAyHTe MHCTPYKIUsIM. B okHe
«Choose Components» B BEITIaJIAIONIEM CITUCKE BbIOEpUTE THIT ycTaHOBKHU «Fully:

4. Tomcat

4.1.YcranoBka Tomcat
- Co3gaHue noJb30BaTeeil U rpyIiibl:

groupadd tomcat

useradd -s /bin/false -g tomcat -d /opt/tomcat tomcat

- Hepexo;l B IUPCKTOPUIO YCTAHOBKHN Tomcat u ero ckaunBaHue:
cd /opt/

wget http://mirror.wanxp.id/apache/tomcat/tomcat-8/v8.5.6/bin/apache-tomcat-8.5.6.tar.gz
PacnakoBka auctpunOyTtuBa Tomcat:

tar -xzvf apache-tomcat-8.5.6.tar.gz

mv apache-tomcat-8.5.6 tomcat

- CMmeHa BiaJienblia AMpeKTopuy nHeTausinun Tomcat:

chown -hR tomcat:tomcat tomcat

chmod +x /opt/tomcat/bin/*

3anyck Tomcat:

%apache_home%/bin/sh startup.sh

I_AN C E LO-I— WucTpyKys no pa3BéPThIBAHUIO
- _ | CHcTeMBI OIIEHKH KPEAUTOCIIOCOOHOCTH KIIHEHTa,
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E Apache Tomcat Setup

Choose Components

Choose which features of Apache Tomcat you want to install,

=101

Check the components you want to install and uncheck the components you don't want to

install. Clidk Mext to continue.

Select the type of install: =
Or, select the optional =[] Tomcat [ Description

components you wish to
install:

Core

Fasition wour mouse
ower a component ko

Service Startup
Native

-.[¥] Start Menu Items
-.[#] Documentation
Manager

--[¥] Host Manager
-.[v] Examples

see jts description,

Space required: 18.5MB

Mullsoft: Install System v, 46

< Back I Mext = I

Cancel |

B oxne «Configuration» BBeNTE MM TOJIB30BATENS U Mapojh aaMuHHACTparopa (admin/admin).
OcrajbHble HACTPONUKH MOKHO OCTaBUThH 0€3 N3MEHEHHUSI.

O6patute BuuManue Ha «HTTP Connector Port», T.k. B Balieli cucteMe 3TOT MOPT MOXKET OBITh
3ansaT. Kak mpoBepuTh, 3aHAT JM HOPT, U, €CIU 3aHIT, TO KAKUM MPOIIECCOM, OMUCAaHO B cTaTthe «Kak

OINpCACIINTh, KAKUM IIPOLECCCOM 3aHAT IMOPT».

E Apache Tomcat Setup: Configuration Options
Configuration
Tomcat basic configuration,

=101 x|

Server Shutdown Port IW
HTTR/1.1 Connector Port IW
AJP(1.3 Connector Port I 8009
Windows Service Mame ITomcat?
Create shortcuts for all users r
Tomcat Administrator Login =~ User Name I admin
(optional)
Password | T
Roles I admin-gui,manager-qui

Iullsaft Install System vz, 46

< Back I Mext = I

Cancel |

B oxne «Java Virtual Machine» BeiOepute myTh k ycTaHoBke JRE (00pr4HO pacmomaraercs B

psanom c xatanorom SDK):

WHCTpyKIWMs 110 pa3BEPTHIBAHHUIO
CHcTeMBI OIIEHKH KPEAUTOCIIOCOOHOCTH KIIHEHTa,
coxp. COKK Jlancenor

LANCELOT

information technologies

Bepcus: 1.2



E Apache Tomcat Setup: Java Virtual Machine path sslection
Java Virtual Machine
Java Virtual Machine path selection,

Please select the path of a Java SE 6.0 or later JRE installed on your system,

I C:\Program Fil

|\ Common Files
. DVD Maker
1. Internet Explorer
= Java
| jdk1.7.0_65
ilsef Tristall e 7|
- 1 jres
| Microsoft Games
| Microsoft SQL Server
. Microsoft Visual Studio 9.0

OcTaJIbHBIC IapaMeTphl B IOCJICAYIOIUX OKHAaX MOKHO OCTaBUThH 0e3 U3MCHEHUSL.

ITo 3aBepiieHHN YCTaHOBKY MocTaBbTe ranouky «Run Apache Tomcaty»

EH Apache Tomcat Setup

Completing the Apache Tomcat
Setup Wizard

Apache Tomcat has been installed on your computer,

Click Finish to dose this wizard.

: g V' pun Apache Tomcat

/ /tomcat.apache.org

http

-
g

Apache Tomcat 7

< Back I Einish I =anite]

LAN CEI_OT I/IHCprKIII/Iﬂ 10 p%BépTBIBaHHIO
L ) | CHUCTeMBI OIIEHKH KPEJUTOCIIOCOOHOCTH KITUEHTa,
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S. YcraHOBKa NpU10:KeHUs
Hcnonb3yiite nociaeHI0I0 BEpCUIO BEO-IPUIIOKEHUS (.war) U3 cocTaBa IaKeTa AJIsl UHCTa/UIALUY
npuioxenus. Ilepeiitu nox cynepnosib3oBaresis KoMaHa0# sudo su 1 BBECTH MapoJIb HOAKIIOUEHHUS.
- OcranoButh ciyx0y Apache tomcat eciu oHa 3amy1ieHa: systemclt stop tomcat

- Yoenuthces, uto Apache Tomcat octaHoBlieH (cTaTyc - inactive) - systemctl is-active tomcat

- CxonupoBath JUCTPUOYTHB MPHIIOKEHUs (.war) B AupekTopuro Yoapache home%/webapps
[TapameTpsl MamuHabl 1 CYBJ] MOTYT OTAMYATHCS.

- HactpouTts ¢aiin konduryparmu tomcat (%otomecat_home%/conf/context.xml):
<?xml version="1.0" encoding="UTF-8"7>
<Context>
<WatchedResource>WEB-INF/web.xml</WatchedResource>
<WatchedResource>${catalina.base }/conf/web.xml</WatchedResource>
<Resource
name="jdbc/selcom"
auth="Container"
type="javax.sql.DataSource"
maxActive="100"
maxlIdle="30"
maxWait="10000"
driverClassName="org.postgresql.Driver"
url="jdbc:postgresql://localhost: 5432/ creditpipeline"
username = "postgres"
password = "changeit"
/>
<Environment name="clustersConfig" value="/opt/conf/minio_config.yml" type="java.lang.String"
override="false"/>

</Context>

, rae url — agpec noakIr0YeHUs K 0a3e TaHHBIX
username — UM IIOJIL30BaTeIsA 0a3bl JaHHEIX
password — mapoJib mojb30BaTeNs 0a3pl JaHHBIX.

- 3anyctute cinyx0y Apache tomcat: %tomcat_home%/bin/sh startup.sh

[IpoBepbTe JOCTYMHOCTD MpHUI0KeHUs 1Mo anpecy: http://localhost:8080/creditpipeline

[TopT 8080 siBIIsIETCS MOPTOM IO YMOIYAHUIO, €r0 MOKHO U3MEHUTH B KOHPHUTYPAIMOHHOM (aiine
tomcat mpu HEOOXOAMMOCTH.

B ciyuae, eciu 111 yCcTaHOBKY NPHIIOKEHUS] TPOU3BOAUTCS € UCTIOJIB30BAHUEM PA3HBIX
BUPTYaJIbHBIX, MO0 (huzndeckux cepepoB BMecTo localhost He06X0IMMO yKa3bIBaTh
COOTBETCTBYIOIIUI aJpec, Ile pacloyiaraeTcs KOMIIOHEHT IPUIIOKEHUS.

[Tocne sTOro BoiiANTE B MPUIIOKEHHE.

B ciyyae ycnenHoro Bxoza A0JKHO OTOOPa3UThCsl OKHO IPUIIOKEHUS ¢ HABUIATOPOM.

WHcTpyKIms 110 pa3BEPTHIBAHUIO
CHcTeMBI OIIEHKH KPEAUTOCIIOCOOHOCTH KIIHEHTa,
cokp. COKK Jlancenot Bepcus: 1.2

information technologies



10
IMoaxkaryeHne BUPTYAJIbHOU MALUIUHBI C MPEIHACTPOCHHOHU

KOH(pUrypauven npoayKra

IIpenHacTpoeHHas KOHGUTYpaIUs MPOJYKTa B BHJIe 00pa3a BUPTYyalbHON MaIlIMHBI C yCTaHOBJICHHOM
oneparmonHoii cucremoit LINUX Astra Linux u peno3utropueM Ha 6aze CYB/] PostgreSQL.

B pamkax npeaHacTpoeHHON KOH(GUTypaluu co3JaHnbl He00X0AuMbIe OOBEKTHI M BBIIIOJHEHA HACTPOMKa
MOJEIN.

6. CucremHble TPeOOBaHUS K aNNMAPATHOMY U MPOrPaMMHOMY 00ecrneyeHuIo

6.1. AnnapaTHoe oGecrieueHue

ArnmnapaTtHoe obecrieyeHne TpeboBaHus K pecypcaM, BbLIEISIEMBIM
BUPTYalbHON MalllHE

[Ipormeccop 8 mormueckux sapa
OnepatuBHas MaMsTh 64 Gb
Kectkuii nuck CBo60oHbIN 006eM oT 40 Gb

6.2. IIporpammHoe oGecnieueHue
151 moakIroueHus: BUPTYajibHOM MalllMHEI PEII0JIAaracTcsl HaIMYue rurepeusopa. ['unepsusop - 3to
IIPUIOKCHUC, 06CCHC"II/IBaIOIHCC OAHOBPEMCHHOC BBINIOJIHCHNUEC HECKOJILKUX OINCPANUOHHBIX CUCTEM Ha
OJHOM KOMIIBIOTEPEC.

7. TpeOGoBaHUs K NOAKJIIOYEHHIO K BUPTYaJbHOH MAaLLIUHE
HOI[KJ'IIO‘ICHI/I@ K BHpTyaJ'[BHOﬁ MalrHEC JOJKHO OCYHICCTBIIATHCA YCPE3:

- mpotoko1 RDP (ynanéuusiit pabounii croi). [Ipy 3TOM HaCTONBHOE MPUIIOKEHUE U [10JIH30BATENN
JIOJKHBI HAXOJUTHCS B TOM ke JoKalbHol cetn, uTo 1 CYB/I;

O06pa3 BUpTyalbHON MALIMHBI C IPEJHACTPOCHHOM KOH(uUrypauueit chopmuposat B popmare OVF u
MOYET OBITh OTKPHIT B JIOOOM THIIEPBU30pE, MOIEPKUBAIOIINM JIJAaHHBIH (opMar.

[Ipumeuanne. Eciu runepsuzop He noaaepxuaetr OVFE ¢opmart, To HEOOXOANMO BBHIIIOJHUTE €TO
KoHBepTaiuio. Hanpumep, B runepeuzopax Ha 6aze Hyper-V, TpeOyetca konBepraius obpasza u3z OVF B
VHDX ¢opwmar.

WHcTpyKIms 110 pa3BEPTHIBAHUIO
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7.1. lloakA0uYeHUe BUPTYAJIbHON MAIIMHBI
JIis TOAKIIIOYEeHUS] BUPTYaIbHON MaIlMHBI C IpeHacTpOeHHOM KoHdurypanueii b/l BeimomHuTe
el CTBUA:

- CkayaiiTe U pacnakyiiTe apXuB ¢ IPeJHACTPOCHHOM KOHPUTYpalleil Ha XOCT-cepBep WK Ha 000
JIpyroif aHaJIOTHYHO HAaCTPOEHHBII CepBep.

- BeimosauTe nMIopt o0pasa BUPTyaibHON MaIIMHBI B BRIOpaHHBII runepBusop. B pesynprate nmmnopra
B rUrepBu3ope OyIeT J0CTyTHA BUPTyalbHasi MalllMHa, HA KOTOPOil YCTaHOBJIEHA ONepallMoOHHasi CUCTeMa
LINUX Astra Linux u peno3utopuii Ha 6a3e CYB/] PostgreSQL.

- V3naiite [P-agpec BUpTyanbHONH MallMHbI:
" 3ayCTUTE BUPTYaJIbHYIO MAIlMHY;
*  BOWJUTE B CUCTEMY, HCIIOJIB3YS UM MTOJIB30BATEINS root U Mapob root;
* B TEpMHHAJE BHIIIOJHUTE KOMaHJYy: ip a

B pesynbTaTe BRIIOTHEHHBIX AeiicTBull OyaeT oTrobpaxkén IP-anpec BupTyansHOl MamuHbL. B
naneHeimeM [P-afipec BupTyanbHOM MalIMHBI TIOHAJO0UTCS U1l OJKIIIOYEHHUS K PEIIO3UTOPHIO.

7.2. OnucaHue 10CTYNOB K KOMIIOHEHTAM CHUCTEeMbl, HEOOXOAUMBIX AJIs1
o0ecreyeHHs MOJAEPIKKH CUCTEMBI

N/N | KomnoHeHTa Hdoctyn
1 «Creditpipeline» 1. Jloctyn Ha nepe3arpy3Kky NpuiioxeHus Ha web-cepBepe
Tomcat.

2. Pa3pemienue Ha peakTHpOBaHuE (PaiiyioB B TUPEKTOPUHU
web-ceprepa Tomcat

2 BJ1 «Creditpipeline» 1. AnmunuctpatuBHbIA gocTyn K cepBepy bJI (Postgresql)
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